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General Introduc?on

  Asia Pacific Computer Emergency Response Team 

 h)p://www.apcert.org 

  Forum of CSIRTs in the Asia Pacific region 
  Established in February 2003 
  Annual Events 

1.  APCERT AGM & Conference 
  Exchange security trends & challenges 
  Local outreach and awareness raising for government & cri?cal 

en??es 
2.  APCERT Drill (Simula?on exercise of cyber aTacks) 

  Communica?on checks based on given scenario 
  In conjunc?on with local exercise(s) 

  APCERT Annual Report hTp://www.apcert.org/documents/index.html 
  Released every spring 
  Includes APCERT team reports on incident trends, sta?s?cs, new projects, 

and more 



27 teams from 18 economies  



Major Strategic Concerns  

•  Pace of malware and so[ware exploit 
development outpaces  

•  Botnets / large number of hosts infected by 
malware being u?lized as a pla^orm of all 
types of malicious ac?vi?es 

•  Increasing number of Cyber Conflicts 



Tradi?onal approaches  

•  Cri?cal Informa?on Infrastructure Protec?on, 
Counter Crime Efforts, Secure your systems, 
Technical focused Layered Defense …  
– malware analysis; vulnerability tracking; forensics; 
assistance to IT folks in conduc?ng incident 
response  

  s?ll needed but are not scalable 

•  New Approaches are necessary 
 Treat the problem as one of managing a 
global ecosystem 



APCERT New Vision Statement 
‐What can we do more for global commons?  

APCERT will work to help create a Safe, Clean 
and Reliable cyber space in the Asia Pacific 
Region through global collabora?on.  



Regional Collabora?on for Internet 
New Mission 

Clean 
•  Clean up 
infected 
systems/
machines/
networks 

•  measure  

Safe 
•  Training  
•  Educa?on  
•  Informa?on 
Sharing   

Stable 
•  IR POC  
•  Communica
?on  
channels 

•  Exercise 



Collabora?on with AP* and APRICOT 

•  Collaborate Cyber security relevant ac?vi?es /
security tracks at APRICOT mee?ng 

•  Share CSIRT views on emergent threat, 
situa?on awareness, remedia?on  

•  Seek support/acknowledgement to Clean‐up 
ac?vi?es 

•  Collaborate with AP* on par?cipa?ng global 
dialogue of Clean‐up Norm sehng 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